FINANCE

Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

FINANCIAL MANAGEMENT (Including Insurance and Treasury Management)

ST-68 |Pension and taxation rules <:> cc
Achieve and demonstrate ﬁ

coz efficiencies / VFM pcc
Financial loss - bad debt /

C033 [major incident / default on (:::) PCC
investment
unforeseen pay and claims

ST-76 |issues | cc

RISK SUMMARY
one red and three amber risks are recorded
across both organisational risk registers - all are
currently stable with developing controls in place.
26/09/2017

CFO is member of
National Technical
Advisotry Panel - for
revised Funding
Formula.

Awaiting Confirmation
from HO on revised
funding formula
adoption likely
implementation Date
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

CFO is member of

BUDGET & Govt FUNDING
Police Grants / funding (:::) CcC National Technical
ST-40 Advisotry Panel - for
Failure to persuade Govt of — revised Funding Formula.
Lincs case for fairer share of PCC
co1 funding Awaiting Confirmation
from HO on revised
funding formula adoption
likely implementation Date
RISK SUMMARY No assurance available in Balanced budget prepared
s feriiai for 2017/18.
There are currently no organisational level risks .
recorded within either the OPCC or Force risk 3 Costed options prepared
registers relating directly to Budget. However, (scenario planning if
OPCC and Force risk registers both record risks Improved Govt Funding is
regarding the levels of funding available from not provided)
Central Government.
The Government review of funding continues with
MTFP assumptions from the OPCC based on
proposed levels of funding being announced by
mid 2017/18 and implementation of revised
formula from 2018/19. (Govt Funding review timing
is in doubt due to impact resulting from national
election in June 2017.

NONE in light of Brexit.

Anti-Fraud / corruption
risk assessment underway
(July 2017).

NONE

NONE

NONE

RISK SUMMARY

There are currently no organisational level risks in
this business area - all are managed at a local
level. There is an escalation process in place with
risks discussed at routine / regular finance
meetings.

PROCUREMENT
Audits TBC Review of EU tender
No assurance from this area
as none conducted.

threshold planned for 2018
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

O P E RAT I O N S NOT PROTECTIVELY MARKED

LOCAL POLICING - East & West Divisions

Deployment of officer
establishment

Replacement for
SENTINEL ASB case
manageement system has
business case with CSP in
June 2017.

ASB case management system

Divisional staff / Officers

successful at interview -
experiencing delays in
being released to new

Training & Exercising
roles.

RISK SUMMARY
The main risk relates to having sufficient staff to
cope with the demand placed on the force.
Controls are continually being developed to
mitigate this including recruitment drives,
tranferrees and the the recent "Policing Model
Project". The iother risks are stable with
developing controls in place.

.~ |CRIME - CSE/FRAUD / CYBER / PPU / SOC / Prevention / Firearms Licensing / Major crime /

* Cyber / fraud strategy
Emerging crime types and delivery plan - under
construction - Likely
changes to National
Action Fraud approach
may bring significant
increase in case load.
* Changes to MHA as part
of PCA 2017 - HoCworking
with MH Pathway Board to
look at alternatives to
detention in Police Cells.
* Problems Attracting and
retaining detectives -
potential investigative
capacity issues.
+ MOSOVO - growth in
registered offenders
requiring ongoing
management.
+ Potential regional cyber
forensic triage solution
being investigated.
* Firearms Licensing -
recovery plan in place &
closely monitored.

intelligence submissions.

RISK SUMMARY
The crime portfolio covers a very broad spectrum
of policing and operational activity and therefore
atttracts a wide range of risks which are closely
managed / monitored at a local level as is
evidenced within the '1st line of defence’ . All 4 of
these organisational risks have developing
controls in place and their profiles and scores are
relatively stable. Each is monitored and managed
on aregular basis.

26/09/2017 Y:\Police Authority Business\Meetings\Meetings - Internal\Joint Independent Audit Committee\2017\27 July 2017\ltem 16 - Appendix - Assurance Map April 2017 ASW v 1.3




26/09/2017

FORCE CONTROL ROOM (FCR)

RISK SUMMARY

The only organisational level risk currently
recorded in this business area relates to the
functionality of ICT in the FCR. Key systems are
scheduled for replacement in accordance with the
ICT integrated strategy 2017-2021.

RISK SUMMARY

There are currently no organisational level risks
recorded within either the OPCC or Force risk
registers relating directly to Custody. All risks
identified are being managed at a local level.

Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

No Assurance available in this format
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As aresult of Operation
ARGO alessons learned
exercise is to be
completed to provide
asurance over the re-
occurance of similar
issues / behaviour.
SIGNIFICANT AREA OF
CHANGE- Major
technology updates are
planned including new
"Command and Cotrol"
system, new Telephony
system / replacement of
Airwaves and national
ESPN project. Full
Scoping and project plans
with dedicated project
manager within the FCR
currently in development

Changes to Bail
Legislation (April 2017)
are being implemented -
impact under assessment
at force and regional level.
Plus assessment of
preferred locations of
custody suites across
region has been
undertaken - leading to
potential changes in
demand In Lincs -
watching brief.

HMIC inspection
recommendations
assessed at follow-up visit
(Sept 2016) as being on
track and appropriately
addressed - progress
monitored at force and
regional level via "HMIC

Selected Suites being
improved to meet latest
Access standards.

Lincolnshire Custody
provision currently stable
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

NOT PROTECTIVELY MARKED

ICT & Information Management

ICT & INFORMATION MANAGEMENT (Inc Security & Vetting)

(GDPR) EU legislation /
Directive is due to be
introduced in May 2018 -
this will impact on the
IMU area of business -
implementation
planning at early stages
of development.

Sustained Cyber-attack cC

ST-82

FCR Telephony cC

ST-83

ICT Functionality CcC

056-IMU

Key staff have recently
been lost from the IMU -

recruitment is ongoing.

ICT compatability CcC

Migration from legacy
systems to GENIE
(Including regional
forces) - significant

work involved - and is a
develping area of
business.

ST-72

I R R (R (3

Vetting / Security (AFC) CcC

ST-86

RISK SUMMARY

There are 5 risks contained on the Force risk
register for this area of business. Each is stable
with developing controls in place. Scheduled
replacement or functionality of computer systems
accounts for the majority of the risk in this area -
Plans are in place to upgrade and replace affected
systems as part of the current ICT strategy and
delivery plan 2017 -2020 (G4S Integrated Support
Strategy).

programme for ICT
renewal and
replacement in FCR
represents significant
area of change.
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

NOT PROTECTIVELY MARKED

ESTATES & FLEET

ESTATES & FLEET

NONE

no assurance available

Strategy for future police
estate yet to be ratified
May 2017 .

Blue light - City campus at
planning stage / size and
capacity yet to be finalised
May 2017.

NONE

NONE

RISK SUMMARY

There are currently no organisational level risks
in this area of business. All risks are managed

locally with an escalation process in place. .
No Assurance available
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

HUMAN RESOURCES

HUMAN RESOUCES ( Inc Learning and Development)

ST-85

Training Facility cC

No assurance available in
this format.

(Complaints data is routinely

reported / updated on the
Force website at

https://www.lincs.police.uk)

RISK SUMMARY
There is a single risk in this Area of business and a
working group is currently exploring a solution to
resolve the practical training Issue identified. ( May
2017).

26/09/2017

NOT PROTECTIVELY MARKED

Work ongoing to
develop an improved
officer recruitment
process. (May 2017)

Next officer intake
planned forSept 2017.

Transferees intake
planned for July 2017.

Chief Constable has
directed that a further
recruitment campaign

be run in order to
deliver an intake of

PCSO’s in November

2017.

PDR completion rates
remain a challenge
(June 2017).
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)
NOT PROTECTIVELY MARKED

Commercial Partnership - G4S

Management &
performance of Firearms
licensing unit - special
measures brought to bear
on the issue with weekly

monitoring of
improvement plan in place
from May 2017.

No Assurance available in this area

COMMERCIAL PARTNERSHIP TEAM

Review of SDA - PI/SKPI is
being planned to ensure

measurement of correct
indicators of service

Delivery of contractual

<:::> PCC
=

C09 objectives
Review / Transition
C040 Planning pcc
delivery / peformance.
3 Costed options prepared
(scenario planning) should

Improved Govt Funding
not be provided)

RISK SUMMARY
The risks in this area of business relate to
contractual issues and acheivement of agreed
objectives. These relate to the general contract
(SDA) as applied across all areas of service
delivery and includes the scheduled review of the
SDA leading upto the end of the contract period.

Anti-Fraud / corruption
risk assessment review
underway (July 2017).

Contract transition
planning G4S SDA - initial
planning meeting set for 1
Aug 2017.

¥:\Police Authority Business\Meetings\Meetings - Internal\Joint Independent Audit Committee\2017\27 July 2017\ltem 16 - Appendix - Assurance Map April 2017 ASW v 1.3

26/09/2017



Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

NOT PROTECTIVELY MARKED

COLLABORATION

COLLABORATIONS (EMSOU / EMOPSS / Legal services / Occupational Health / EMCJS / EMSOU Forensic Services /
=] pec e e,

EM - PCC/ Chiefs Board sub

group to review performance

is in development. (July
2017)

C041 [Regional Collaborations

none

none l

RISK SUMMARY

Regional PCC secretairiat in
development - to suport
regional PCCs / collaborative

working.(june 2017)

New performance framework
/ metrics in place for
EMOpSS -(July 2017).

There is one risk recorded on the OPCC register
relating to regional collaborations - developing
controls are in place and the risk is currently
stable. The PCC and CE continue to monitor the
risk through their current regional governance
arrangements and routine communications with
senior regional leads.

New PCC / Chief EM
Regional Resources Board in
development June 2017.

PCC regional portfolio
ownership established.
(Marc Jones - EMSOU - May
2017)

JIAC to recieve regional
audit reports (in summary)
regarding collaborated
services.(july 2017)
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Police Crime Commissioner and Chief Constable - Assurance Map (to support the Annual Governance Statement)

NOT PROTECTIVELY MARKED

ORGANISATIONAL SUPPORT

ORGANISATIONAL SUPPORT (Business support / Governance / Project & Programmes - change management / SDD)

) Integrated delivery
Implementation of HMIC . -
Recommendations <::> ce . S"_ategy Is a""_a_'“”‘-?’
ST-74 finalisation / ratification
by new chief officer
Transition to new ESN <::> cC team May 2017.
ST-79 Anti-Fraud / corruption
risk assessment
Blue Light' Programme <:> cc underway (July 2017).
ST-81
. Victims Strategy
‘Blue light' Programme t pCC See Internal audit results developed and
C036 and Regular Professional implimentation planning
Standards Governance ongoing July 2017.
New Chief Officer Team 1 pPCC ICEEHTTER (el Gl
037 management assurance. MH Strategy in
e laints data i - development jointly with
) T omplaints data is routine
Semceg;prz;?;;smnmg <:> pcc reporF:ed / updated on the / LPFT/OPCC July 2007.
C038 i
E?t::'llwv?l\tl)vs\:\:eliﬁtcs police.uk Regional PCC
Local Partnerships <::> pPCC ' ' ' ' d S'Tce'ta”at n
€039 evelopment (.Jun(_a
2017)- to be based in
<::> Lincs OPCC.
Capacity & Resilience in
oPcC pcc
C06

RISK SUMMARY

Six of the eight risks in this area are stable and all
have developing controls in place. Delivery of the
‘Blue Light' programme has an increasing risk
profile on the OPCC register relating to the
monitoring of project costs. Work is ongoing to
address these concerns through closer scrutiny,
an ammended governance structure and a
specialist financial role being attached to the
project.
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ACO - Assistant Chief Officer

AF&C - Anti fraud and corruption
BWYV - Body Worn Video

ACC - Assistant Chief Constable
CC - Chief Constable

CE - Chief Executive

CFO - Chief Finance Officer

CMB - Crime Management Bureau
CSE - Child Sexual Exploitation

DA - Domestic Abuse

DCC - Deputy Chief Constable

DHR - Domestic Homicide Review
EM - East Midlands

FCFO - Force Chief Finance Officer
IMM - Internal Management Meeting
LASB - Lincolnshire Adult Safeguarding Board

NCRS - National Crime Recording Standards
OCG - Organised Crime Group

P&S - Planning and Strategy meeting

PPU - Public Protection Unit

PSD - Professional Standards Dept

PTP - Policing Transformation Programme
PVP - Protecting Vulnerable People

RM - Risk Management

SCR - Serious Case Review

SLT - Senior Leadership Team

SMT - Senior Management Team

SPOC - Single Point of contact

STRA - Strategic Threat and Risk Assessment
TM - Treasury Management

ToR - Terms of reference

VIM - Value for Money

LCSB - Lincolnshire Childrens Safeguarding Board YOS - Youth Offending Service
LRF - Lincolnshire Resilience Forum

Grey

Level of 1st and 2nd lines of defence 3rd line of defence & Quality and h
Assurance (process based assessment) (results based assessment)
HIGH - Controls in place assessed as HIGH - Mainly positive results, many stre
Green adequate/effective and in proportionto the risks recommendations forimprovement
MEDIUM - Some areas of concern overthe MEDIUM - Mixed results, some areas of«
Amber adequacy/effectiveness ofthe controls in proportion for improvement, some positive results ar
to the risks

LOW - Significant concerns over the
adequacy/effectiveness ofthe controls in proportion
to the risks

LOW - Overall, negative results and area
concern/requiring action and improvemer

Mot applicable or not relevant. Additional notes added
for information.

Not applicable or not relevant. Additional
information.




nspection

Overall Assessment
RAG rating on the effectiveness of controls
from assurance work undertaken

ngths, minor

HIGH - Controls are in place assessed as
adequate/effective and in proportionto the risks

concernand areas
1d some strengths

MEDIUM — Some areas of concern over the adequacy/
effediveness ofthe controls in place in proportion to the
risks

sof
it

LOW — Significant concerns overthe
adequacy/effectiveness ofthe controls in place in
proportionto the risk.

notes added for

Insufficient information at present to judge the
adequacy/effectiveness of controls.












